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1 Introduction

1.1 Motivation

Many people use different devices, like mobile phones, PCs and tablets, to access online re-
sources every day. Often, there is a connection between the user’s behaviour on different de-
vices — like searching for product information on a mobile phone, and buying the product on
a PC afterwards. This poses a challenge to companies and services that rely on the ability to
identify a single user, e. g., to show personalized advertisement or analyze the effectiveness of
shown advertisement. Companies use cross-device tracking to overcome this challenge. [1].

In 2017, Zimmeck et al [1] showed that users are possibly tracked across devices on more than
60% of the websites they visit. This shows that cross-device tracking is widely used. However,
researchers lack knowledge on how exactly cross-device tracking companies operate.

According to a TRUSTe survey conducted in 2016 [2, 3], more than 90% of the users in the
U.S. and U.K. are worried about their online privacy. Only 25-31% of them understand how
companies share their personal data, and during the period of one year about 75% changed their
online behaviour due to privacy concerns.

This indicates awareness as well as insecurity on the topic of user tracking. This paper gives
an overview of cross-device tracking techniques, use cases as well as arising privacy issues and
methods how cross-device tracking can be prevented.

1.2 OQOutline

Section 2 introduces the two main types of cross-device tracking — deterministic and proba-
bilistic cross-device tracking. For each of the two types, techniques are described how tracking
services collect data, allowing them to link different devices to a single user. The last part of
Section 2 describes data synchronization between tracking companies.

Section 3 presents use cases for cross-device tracking; the most prominent is (targeted) advertis-
ing.

In Section 4 privacy issues related to cross-device tracking are discussed.

Section 5 gives an overview on how to prevent cross-device tracking as a user.

Section 6 concludes this paper with a summary.

2 Overview of Cross-Device Tracking and Techniques

This section provides an overview of the two types of cross-device tracking — probabilistic and
deterministic cross-device tracking — and how cross-device tracking can be realized. The last
part of this section covers data synchronization between tracking companies.

The focus is on techniques for collecting data. Mechanisms and algorithms on how to match
the collected data (e. g., machine learning [1]) and how to present and store this data (e. g., in a
Device Graph or Consumer Connection Graph) are beyond the scope of this paper.



2.1 Deterministic Cross-Device Tracking

Deterministic cross-device tracking is usually based on a first-party relationship between the
tracking company and the user. A common example of this relationship is a user who has an
account for the company’s service [1].

The tracking service of the tracking company uses common persistent identifiers like login cre-
dentials, email address, name, HTTP cookies and cookie-like technologies to identify a user.
When the user logs in to his or her account from multiple devices, the tracking service can
connect those devices to the user’s identity [1,4].

2.2 Probabilistic Cross-Device Tracking

Probabilistic cross-device tracking is usually based on a third-party relationship between the
user and the tracking company. It is estimated that the accuracy of probabilistic cross-device
tracking is as high as 97% [1,4].

The first step for successful tracking is to uniquely identify a device, e. g., through device fin-
gerprints or cookies. As a second step, data is collected on those devices. The collected data of
several devices is compared and searched for shared attributes. These attributes are used to infer
a likelihood that the devices are used by the same person [4].

Probabilistic cross-device tracking also makes use of techniques that are used for single-device-
tracking, like web beacons, redirect tracking and referer header analysis [5]. This paper does not
cover single-device tracking techniques in detail, but focuses on techniques that can be used for
both, single-device tracking and cross-device tracking, and techniques that are mainly used for
cross-device linkage.

2.2.1 IP Address

Matching IP addresses is one of the most important techniques for cross-device tracking [1].

It can be assumed that devices belonging to the same user repeatedly share the same IP address.
For example, a mobile phone shares the same IP address as the PC at the user’s workplace (see
Figure 1). At home, the mobile phone shares the same IP address as the user’s personal tablet.
A tracking service can now link the workplace PC with the user’s personal tablet through the
mobile phone [4].

Although matching IP addresses is important for cross-device tracking, IP addresses do not
always allow to reliably distinguish between users. For example, devices of several users share
the same IP address when the users are part of the same household or when they use a public
wifi access point [1].
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Figure 1: Scheme of IP address matching:
A user uses his mobile phone at work, the mobile phone shares the same IP address
as the workplace PC. At home, the mobile phone shares the same IP address as the
personal PC of the user. A tracking service can now combine this repeated IP sharing
to conclude that all three devices belong to the same user.
Reprinted from [4, Figure 1].

2.2.2 Geolocation Information

The geolocation of several devices can be used to compute a likelihood that those devices belong
to the same user. Two or more devices repeatedly sharing the same location can be assumed to
belong to the same user or a few users that are related to each other.

Geolocation data is especially helpful when combined with other identifiers, like IP addresses
(see Section 2.2.1) [4, 6].

2.2.3 Cookies and Evercookies

Websites can store text files in the web browser of a user. These text files are called HTTP cook-
ies or cookies. They can be used to identify a user’s browser, even if the IP address changes. On
mobile devices, advertising identifiers, such as Google’s Advertising ID, are used in combina-
tion with cookie tracking [1].

Zimmeck et al. [1] observed that cookies are used to track users not only on one device and
browser, but also across devices. Many websites place not only their own cookies, which can be
considered first-party cookies, but also third-party cookies. Malandrino et al. [5S] observed that
those third-party cookies can make up 80% of the cookies placed by one website.

Evercookies are, like cookies, data files that are stored on a user’s device. They are designed
to overcome certain limitations of HTTP cookies, particularly they are meant to be more per-
sistent than HTTP cookies. To achieve this, evercookies use not only one but multiple storage
vectors like local storage, session storage, and ETags. Some cookies, like Flash Cookies, use



storage that is shared between different browsers. Storage locations are preferred that are less
transparent to users and may be more difficult to clear than traditional cookie storage [7].

2.2.4 Device Fingerprints

Device fingerprints are unique, distinguishable and re-identifiable for each device. A fingerprint
is based on various device parameters, €. g., API calls to built-in device APIs like the HTML5
Audio API, sensor data and content rendering behaviour. It can be used to bypass tracking- and
ad-blocking software [1, 8].

Device fingerprinting includes a variety of techniques. One such technique is canvas finger-
printing (see Figure 2). It can be used to distinguish not only a device but also the used browser.
Canvas fingerprinting uses the Canvas API of modern browsers. A tracking service can exploit
the rendering behaviour of a device, using always the same content for rendering, e. g., a text
in specific font sizes. The rendering behaviour of the browser depends on a variety of system
parameters, like the operating system, font libraries, graphic cards and drivers, and the browser
itself. This rendering information can be requested by and sent to the tracking service [7].
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Figure 2: Scheme of Canvas Fingerprinting:
(1) Functions of the Canvas API are invoked, performing the same steps every time the
page is loaded. (2) Information that is used for the creation of the canvas fingerprint is
requested. (3) The requested data is sent to the tracking service. To reduce data sizes,
a hash value can be used.
Reprinted from [7, Figure 1].

2.2.5 Browsing Patterns

The browsing history of a device can be used by tracking services to extract a distinct browsing
pattern. Detecting similar browsing patterns on different devices increases the probability that



those devices belong to the same user. In some cases, matching browsing patterns of differ-
ent devices is a stronger indicator that several devices belong to the same user than IP address
matching (see Section 2.2.1) [1,4].

It is not possible for a website to read out the full browsing history of a user via JavaScript.
This means that a tracking service can only track a user’s browsing history when it is embed-
ded on the sites the user visits, e.g. as analytic or advertising service. Another way of being
embedded on a site is to provide a login capability or a social sharing widget like the Facebook
Like-button. In this case, the tracking service is treated as a first-party relationship with the user.
Embedded third-party services are able to read or place a unique cookie that identifies the device
and links it to the first-party site the user is visiting [4,9, 10].

2.2.6 Ultrasonic Sound Beacons

Several tracking services use sound beacons in the ultrasonic frequency range of 18 — 20 kHz
to track a user. These audio beacons are inaudible to most humans but can be emitted by regu-
lar loudspeakers and captured by regular microphones, e. g., the microphone of a user’s mobile
phone.

Ultrasonic sound beacons rely on the availability of sound emitters. These emitters can be
embedded in television commercials, placed in shops or at event locations. Apps embedding ap-
propriate tracking software periodically access the device’s microphone to check for ultrasonic
frequencies in the device’s environment [4,6, 11].

Using ultrasonic sound beacons enables tracking services to determine the geolocation of a user,
independent of GPS signals. It is also possible to track the position of a user within a store by
positioning audio emitters at several places within the shop or at the shop entrance. [6,11]

Different devices repeatedly receiving the same ultrasonic sound beacons indicate that they re-
peatedly share the same location or are in range of the same TV commercials. This indicates
that those devices might belong to the same user.
Furthermore, this tracking technique reveals not only location information about the tracked user
but also media behaviour and offline interests [6].

2.3 Data Synchronization

Tracking services, like advertising and analytic services, do cooperate and share data with web
and app publishers that have a first-party relationship with the user. This allows more accurate
tracking results than the sole usage of probabilistic tracking methods (see Section 2.2) [1].

To identify a user, the first-party identifier itself or the hashed identifier are passed along to
third-party tracking services. This allows a tracking service to link the activity of a user on all
devices where the same credentials or identifiers are used [4].



Tracking services do collect pseudonymous data, yet it has been observed that personal data
is collected, too [7,12].

According to Mayer [12], there are several ways for third-party services to gather personal data
of a user and link it to previously collected (pseudonymous) data:

The third party is also a first party (see Sections 2.1 and 2.2.5)

A first party hands off personal data to a third party

A third party buys personal data

A third party exploits a security vulnerability in the first party service application

A third party "deanonymizes" its data by matching it against personal data

Acar et al. [7] observed that data collectors perform server-to-server cookie and data synchro-
nization. This increases the effectiveness of user tracking, especially when combined with other
technologies like evercookies (see Sections 2.2.3 and 5.1). However, the authors state that the
synchronization of cookies and merging of databases in the background cannot be observed di-
rectly. They also state that it is not clear how far cookie synchronization is “common practice”
or which companies in particular perform cookie and data synchronization in the background.
It has not been observed that different services use the same cookie for the same user. However,
using the same cookie value is not necessary for synchronization as different cookies can be
mapped to one user in the background [1,4,7].

In 2011, Mayer [12] published an empirical study on how personal data of a user is leaked
from first-party websites to third-party tracking services. One method to hand over data is the
called URL where data like the user’s name, email and country can be stored as parameters at
the end of the URL. Third parties embedded into the website will receive this URL, including
the personal data. Another way to pass along data from a first party to a third party is the HTTP
Referer header [8,12].

3 Use Cases of Cross-Device Tracking

This section provides relevant use cases of cross-device tracking. Most of the presented use
cases also apply to single-device tracking.

Several use cases imply privacy issues, which are discussed in Section 4.3. To avoid repetition,
some use cases with a focus on privacy implications are presented only in Section 4.3.

Linking data of mobile devices, smart TVs, computers and other devices is used by compa-
nies for analytics, including research and testing, account security and advertisement, including
ad targeting and purchase attribution (if an advertisement on one device results in a sale on an-
other device) [4].

Zimmeck et al. [1] found that media websites, and in particular websites of newspapers, contain
the largest concentration of trackers from cross-device tracking services.



3.1 Advertising and Analytics

Advertising is the main purpose for tracking, including cross-device tracking. Most third-party
services that get personal data from first-party services are advertising and analytics services. At
least 39% of those tracking services track users across devices and platforms [1,4,13].

Advertising services deliver personalized advertising, including targeted and behavioural ad-
vertising. Tracking the online activity of a user increases the effectiveness and the revenues of
marketing and advertising campaigns. Being able to track a user in real-time also allows the
delivery of real-time event-based advertising. This kind of tracking heavily relies on a user’s
personal data, implying possible privacy issues (see Section 4) [5, 11].

3.2 Search Result Personalization

Search engines, media services, recommendation sites and e-commerce sites like Google, Net-
flix, Amazon and Yelp provide personalized content. This means they aim to provide content
relevant to each single user instead of showing the same content to all users searching for the
same query [14].

However, this method is criticized for creating a “Filter Bubble”, meaning that the user gets no
results on topics, point of views or events that are not in line with the user’s previous activi-
ties [8].

3.3 Usability Testing

Website developers apply user tracking to test the usability of their websites. Tracking technolo-
gies provide tools to observe user actions, the interaction with website elements like buttons,
how much time is spent on a particular task, or to highlight issues with the website flow. The
collected data can be used to improve the usability of the website in the future [4, 15].

3.4 Account Security

Cross-device tracking can be used to increase a user’s account security. This kind of tracking is
usually executed by companies that have a first-party relationship with the user.

If someone attempts to log in to an account from a new device, there is a chance that this
login is fraudulent. In this case the service the user attempts to log in to may ask for additional
authentication. If the user is unable to provide this authentication, the login attempt is seen as
fraudulent and he or she is not able to use the device for logging in to the service’s account.

Several services and applications provide the user with a list of devices that are currently logged
in to his or her account. This list can be used by the user to monitor if there has been an unau-
thorized access to the account [4].



4 Privacy Issues Related to Cross-Device Tracking

This section covers several privacy issues of cross-device tracking as it is applied nowadays.

Cross-device tracking is a paradigm shift from single-device tracking or browser tracking to
the tracking of people. Combining the data collected on several devices and applications, cross-
device tracking has the capability to reveal a complete picture of a person, allowing companies
to create a comprehensive user profile [1,6, 16].

Collecting, processing and possibly distributing collected data does raise privacy issues among
users that go online. These concerns apply to daily activities like online banking, online shop-
ping and social media interactions [2, 3, 5].

4.1 Data Collection

It is hard to uncover and track how organizations collect personal data from end users, how they
store it and if they share it with each other. This is problematic, as not only end users are un-
aware if they are being tracked but also website publishers and (mobile) app developers might
not realize that third parties collect data through their applications [7, 13].

This issue arises as developers use analysis and advertising services that are developed and
operated by third parties. Those tracking services obtain the same rights as the application they
are integrated into. They may collect user data and share it with third parties, even though the
app or website itself is trusted and states that it does not share data with third parties [13].

Two examples for this integration are the Google and Facebook app. Both are integrated on
many websites, giving them the possibility to deterministically collect data on several devices
and match the collected data [1].

Ren et al. [16] showed in 2016 that more than 50% of the mobile apps they reviewed leak
device identifiers. The device location is leaked by 26% and more than 14% of the apps leaked
user identifiers.

In some cases they also observed that data like contact information, location, user identifiers
and login credentials are leaked in plaintext. Personal data is also sent to third parties over SSL-
secured channels, though the authors state that SSL-traffic contains only a minority of data leaks.

Malandrino et al [5] also observed that tracking companies are able to collect a variety of data,
some being personal or confidential data like full name, email address, geolocation information
(country, zip-code and city), age and gender, education and employment, health data as well as
political and religious beliefs. The authors state that this poses a privacy issue, as, e. g., health
information could be combined with personal data and be used to the disadvantage of the user.
Another issue noted by the authors is the possibility of identity theft.

Other studies show that there is a relation between the content of a user’s email and the ad-
vertisement he or she is shown — something a regular user might not expect [1]. Englehardt



et al. [17] observed that third-party tracking services obtain the user’s email address and third-
party cookies which are stored in the browser when the user views an email. To obtain this data,
HTML elements, stylesheets, and embedded images are used in emails.

4.2 Sharing and Selling Data

Razaghpanah et al. [13] observed that the majority of companies they investigated reserve the
right to sell or share data with other companies. All of the investigated companies reserve the
right to share data with their subsidiaries, meaning that data may be shared even if the company
states that it does not share or sell data to third parties.

Companies may sell data including names, postal address, email address, demographic infor-
mation and behavioural information of users to other companies [8]. According to Bujlow et
al. [8] it is common practice for tracking companies to sell collected data to other parties, e. g.,
insurance companies or online stores.

Malandrino et al. [5] found that companies aggregating collected data exchange this data, in-
cluding private information. This personal data, like email addresses and credit card numbers,
can be linked with pseudo-anonymous data and may be sold by data aggregators. People buying
this data might use it for a variety of attacks or illegal actions including identity theft, social
engineering attacks and online or offline stalking.

4.3 Data Usage

Several studies showed that collected data is used for targeted advertising (see Section 3.1),
implying a variety of privacy issues. Advertisement may be based on sensible data like sexual
orientation, financial matters, the health state of a user or email content [8, 18].

However, there are other use cases of tracking that induce privacy issues and user discrimination.

4.3.1 Price Discrimination

Price discrimination is the practice of selling a product to each customer at different prices.
The goal of this practice is to sell a good with high profit to customers willing and able to af-
ford a higher price, while also keeping customers who will only buy at lower product prices [19].

Hannak et al. [14] observed that e-commerce sites use collected data to provide different content
to each user. This means that users are shown different search results, or that search results
are shown in different order. The authors also observed that users were shown different prices,
depending on personal parameters like location, if they were logged in to the service and the
operating system.

Mikians er al. [19] observed that pricing in e-commerce stores varies depending on the user’s
location and characteristics. The difference in pricing is based on the personal data that is col-
lected by various online tracking services. The authors found that the pricing difference for the



same product can be as high as three times the price of the cheapest offer. Depending on the
geolocation of the user, prices vary from country to country or even between cities.

4.3.2 Financial Creditworthiness

Several online credit institutions use personal data to determine a person’s creditworthiness.
They use social data, like Facebook friends and Twitter behaviour, and data achieved through
user tracking for their computations. Even more traditional credit institutions, like American
Express, use online behaviour and social media data to calculate a credit score and determine
the creditworthiness of applicants [8,20].

This method is criticized as not necessarily being indicative whether the applicant will pay back
his or her loan [20].

4.3.3 Insurance Coverage and Risk Analysis

Several insurance companies use data collected by marketing companies to gain more infor-
mation about applicants. Apart from general information about lifestyle, interests, hobbies and
habits, information about the types of online articles a user reads are taken into account. This
data is linked with data the insurance already has, like medical records, and is used to analyze
risks, e. g., the risk for cancer or accidents [8,21].

4.3.4 Identity Theft and Stalking

Several authors [5, 8, 22] note the issue of identity theft. A user’s identity can be stolen by
someone buying personal data from a company that is collecting data. Another source of data is
information posted by users, €. g., on social media.

There is the danger of online or offline stalking, especially when using publicly available data
from social media platforms. This would mean targeted tracking of a single user performed by
one individual or a small group of individuals in contrast to being tracked by specialized tracking
companies as one of many users [5,8,22].

4.4 Transparency

Tracking services provide little to no insight into their business practices. Thus it is not known
how they treat cross-device tracking and the data collected through tracking techniques.

Several companies provide the option to opt-out of interest-based advertising. However, it is
often complicated and requires following non-standard protocols for a user to opt-out of this
kind of marketing. Furthermore, it was shown that opting out does not necessarily prevent user
tracking itself (see Section 5.2). [7,13].

5 How to Prevent Cross-Device Tracking

This section provides information on how to prevent cross-device tracking. It should be noted
up front that it is hard to block tracking, including cross-device tracking, in general [7].
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5.1 Delete or Block Cookies

To prevent cookie-usage for tracking, users can configure their browsers to delete previously
set cookies or block cookies in general. This does not prevent tracking services to use other
identifiers, like IP addresses, for tracking. Cookie deletion does not prevent services to reset or
respawn cookies (see Section 5.1.1) [4,7].

Acar et al. [7] state that there is no effective tool to block cookie synchronization in the back-
ground. One way to reduce cookie synchronization is to reduce or prevent cookie placement and
HTTP traffic as far as possible. However, most users would not want to take such actions as it
would reduce or disable the usability of online services.

5.1.1 Cookie Respawning

Cookie respawning describes the re-establishment of HTTP cookies through evercookies, us-
ing technology like Flash Storage (“Flash Cookies”), HTMLS local storage and ETags (also see
Section 2.2.3). This means that, even though the user deletes browser cookies, they are not per-
manently deleted (see Figure 3) [7,23].

Soltani et al. [23] found that an evercookie may re-establish HTTP cookies originated from
several sites and not only cookies from the site that placed the evercookie. Using evercookies
to respawn deleted cookies enables trackers to link data collected before cookie deletion to data
collected after cookie deletion [7,23].

Disabling evercookie storage may reduce tracking and cookie respawning. However, Acar et
al. [7] note that it is impossible to disable certain storage places that are used for storing ever-
cookies, such as localStorage and IndexedDB, without loosing core application functionalities.
Additionally the authors found that browser interfaces for deleting cookies are often incomplete
or fragmented, resulting in the impossibility to delete all evercookies. Even if the user manages
to clear all storage vectors of a browser, cookie respawning is still possible, e. g., through Flash
storage which is not isolated but shared between browsers.

5.2 “Do Not Track-Control” and Opting Out of Targeted Advertising

The “Do Not Track”-control is an option that can be set by the user in most modern browsers. It
signals that the user does not want third-parties to collect data.

Tracking services do not have to honor the “Do Not Track”-setting, and there are companies
that explicitly state that they do not follow it [4]. Several studies [4,7,24] showed that the “Do
Not Track”-option provides little practical protection against trackers.

Some companies give users the possibility to opt-out of targeted advertising, e. g., companies
that are members of the Network Advertising Initiative! or the European Interactive Digital Ad-

'https://www.networkadvertising.org/
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Cookies s Cookies

(a) (b) (c)

Figure 3: Respawning HTTP cookies by Flash evercookies:
(a) the webpage stores an HTTP and a Flash cookie (LSO), (b) the user removes the
HTTP cookie, (c) the webpage respawns the HTTP cookie by copying the value from
the Flash cookie.
Picture and description reprinted from [7, Figure 2].

vertising Alliance?.

Acar et al. [7] observed that neither device fingerprinting nor cookie respawning (see Section
5.1.1) is reduced through opting-out of targeted advertisement. The authors noted that most
companies they investigated did not promise to stop the tracking of a user, but only to stop
showing targeted advertising. However, the authors observed that opting-out of targeted adver-
tisement does reduce the synchronization of cookies in the background (see Section 2.3).

5.3 Tracker- and Ad-Blocking Software

Tracker- and ad-blocking software blocks domains that are known or believed to perform cross-
site tracking. Depending on the specific blocking tool, they also filter or block advertisement
and block third-party content and third-party requests.
Some blocking services may whitelist tracking domains that agree to certain standards, such as
to honor the user’s “Do-Not-Track”-settings (see Section 5.2) [4,5,7].
Examples for tracker- and ad-blocking add-ons for browsers:

e AdBlock Plus 3, mainly blocking advertising,

e NoScript 4, blocking JavaScript, Java, Flash and other plugins,

e Ghostery >, blocking third-party data-tracking technologies,

e RequestPolicy %, giving users the possibility to control cross-site requests,

Mttps://www.edaa.eu/
*https://adblockplus.org/
*https://noscript.net/
Shttps://www.ghostery.com/
*https://www.requestpolicy.com
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e RefControl 7, letting the user set the content of the HTTP Referer header.

This paper does not discuss the functionalities of blocking software in detail. A more detailed
overview is provided by the evaluation by Malandrino et al. [5] and the overview by Bujlow et
al. [8, Table VI].

Blocking third-party connections may not prevent cross-device linkage and -tracking in gen-
eral. The first-party site the user is visiting can still collect data. This collected data can be
matched with data collected across several devices, linked with third-party data or handed over
to third-party tracking services [4].

5.4 Tor Browser

By using the Tor browser®

device linkability [4].

, a user can gain additional protection against tracking and cross-

Like VPNs (Virtual Private Networks) and anonymous proxy servers, Tor hides IP addresses
of devices, successfully preventing IP address tracking (also see Section 2.2.1) [8].

Acar et al [7] note that, in 2014, the Tor browser is the only software they could find that disables
canvas fingerprinting, a form of device fingerprinting (see Section 2.2.4).

The Tor browser does so by returning an empty image for all canvas functions that can be used
to read image data. The user is then asked whether to trust the site and give it access permission
to the canvas object.

The authors also state that the Tor browser appears to be the only effective tool against more
traditional fingerprinting techniques. Furthermore, Tor can be used to hide the IP address and
geolocation of a user [8].

The Tor Browser Bundle prevents cross-site scripting and third-party cross-site tracking by dis-
abling all third-party cookies and not storing any persistent data [7].

However, Tor does not provide complete security in terms of cross-device tracking. For ex-
ample, it is possible to uncover the identity of a Tor user through side channels like ultrasonic
frequencies [6].

5.5 Privacy-Focused Search Engines

While privacy-focused search engines like DuckDuckGo® can not fully prevent user tracking,
they do claim that they do not collect any private data. For example, they use methods to prevent
search queries from being sent to the sites a user opens through the displayed search results [8].

"http://www.stardrifter.org/
dhttps://www.torproject.org/index.html.en
*https://duckduckgo.com/
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6 Conclusion

Companies and services use cross-device tracking to collect user data. There are two kinds of
cross-device tracking, differing in the relationship between the user and the tracking service.

Deterministic cross-device tracking is performed by tracking services that usually have a first-
party relationship with the user. Persistent identifiers, like login credentials, email addresses or
cookies are used for tracking. When a user logs in to his or her account on several devices, the
tracking service can deterministically link those devices and the data collected on those devices
together.

Probabilistic cross-device tracking is performed by services that usually have a third-party rela-
tionship with the user. These tracking services use a variety of techniques to collect user data on
single devices and to compute a likelihood that different devices belong to the same user.

An important technique for probabilistic cross-device tracking is IP address matching, assuming
that devices repeatedly sharing the same IP address belong to the same user. Using geolocation
information is based on the same principle as IP address matching.

Cookies, evercookies and device fingerprints, unique identifiers based on a variety of device pa-
rameters, are also used for cross-device tracking.

Analyzing and comparing the browsing patterns on different devices can help to link devices to
a single user, as well as the usage of inaudible audio sounds that are received by device micro-
phones.

It has been observed that tracking companies exchange and synchronize data. This includes
pseudonymous data like cookies but also personal data of a user.

The most relevant purpose of cross-device tracking is targeted advertising and analytics. Most
third-party tracking services that collect user data are advertising and analytics services.
Another use case is the delivery of personalized content on search engines, e-commerce sites,
recommendation sites and the like.

Website developers make use of tracking to test the usability of their websites. Tracking every
move of a user can help to find usability issues.

Cross-device tracking is also used to improve account security. When a service receives a login
attempt from a “new” device, this login might be fraudulent.

Tracking, including cross-device tracking, implies several privacy issues. Cross-device tracking
presents a paradigm shift from device-tracking to user-tracking, allowing companies to create
comprehensive user profiles.

The first set of privacy issues concerns the collection of user data. It is difficult to uncover
how companies collect personal data, how they store it and if they share it with other compa-
nies. This issue also applies to services that are embedded in websites or (mobile) applications.
The website publisher or developer might not know which data is collected or shared, and users
might be unaware that these applications share data with third parties.
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It has been shown that tracking companies collect a variety of personal and confidential data,
like health information, level of education, age, religious beliefs and email content. This data
can be combined and used in ways that may be disadvantageous for the user.

The second set of privacy issues concerns the practice to share and sell the collected data. It
has been observed that several companies exchange, aggregate and sell data, including personal
data like names and postal addresses.

The third set of privacy issues concerns the usage of collected data aside from advertisement.
Location information and user characteristics are used to apply price discrimination.

Several credit institutions use collected personal data as well as online and social media be-
haviour to determine the creditworthiness of an applicant.

Insurance companies receive data about a user’s lifestyle, habits, hobbies and other personal data
from marketing companies without the user’s knowledge. It is used to analyze health risks of
applicants.

Personal data can be used for illegal identity theft.

The last set of privacy issues concerns transparency. Tracking companies provide little to no
insight into their business practices and thus it is not known how they treat collected user data.
Also, several companies provide an opt-out option of interest-based marketing that often is com-
plicated for users to apply to.

Preventing tracking and cross-device tracking is a hard problem.

While deleting and blocking cookies reduces some tracking, deleted cookies can be re-established
through evercookies. Deleting cookies does not prevent other types of tracking like IP address
matching.

The provided “Do-Not-Track”-control of browsers provides little protection against trackers.
Opting out of targeted advertising also does not reduce tracking.

Using tracking- and ad-blocking software prevents some kind of tracking, especially cross-site
tracking in browsers, but it does not prevent cross-device tracking and device linkage in general.
Privacy-focused search engines claim that they do not collect any personal data, but they cannot
fully prevent user tracking.

Using the Tor browser appears to be one of the most effective tools to prevent several kinds
of device and cross-device tracking. However, even the Tor browser cannot prevent tracking
completely.
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